Using Packet Tracer to Build a Network

We will be using Packet Tracer today to create the following network.

[ Cisco Packet Tracer - D:\DropborUniversity Course Material COMM3E Wireless i Traces Files\COMM3E Practical Lab Lokt

Fle E3t Optors View Toos Extensons Help
Ve (B BEQEOTOT0TUS T

/

Logical [Root] New Cluster  Mave Object Set Tiled Background Viewport

2960-24TT
G1s2

2960-24TT
G151

Cad

PC-FT
PC1 P
e [E1 Gis1 I Gis2 Jix pc1 x
(o
Time: 00:47:58 | Power Cycle Devices Fast Forward Time. Realtime
b 5 . So ° . |fire LastStatus Source Destination Type Color Time (sec) Periodic Num Edit Delete
s~eBm= A7 07 E BB R @eo @ sl pa1 P2 e @ o000 W 0 (edt) (aum)‘
[Comegtons ]| : ? ST T
-« , - - x Toggle POU List Window
& [ Copper Straight-Through | Toggle POU List Wi J

This topology requires one 2811 router two 2960 switches and three workstations.

Launch Packet Tracer then drag a 2811 router icon onto the white area of the screen.
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Now select the icon shown below and drag three Generic Workstations on to the screen.
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Packet Tracer should now look like this
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We now need to add two 2960 switches to the topology so select the switch icon shown below then
drag the two switch onto Packet Tracer. Arrange the icons so that the network looks like the image
below
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Our Router now needs an upgrade. Left click on the router 61R1. The following window should now
appear

r N
¥ Routerl E@g

Physical | Config | CL[|

*

MODULES

NM-1E [
NM-1E2W
MNM-1FE-FX
NM-1FE-TX
NM-1FE2W
NM-ZE2W
NM-2FE2W

[
[
[
[
[
[
[
[
[ NM-2W
[
[
[
[
[
[
[
[
I

Physical Device View

Zoom In ][ Criginal Size ” Zoom Out ]

NM-4A/S
NM-4E <

NM-84/5 \' Left Click to switch off the
NM-8AM 8 router then drag the module I

NM-C .
NM_EE‘;‘_T;)// 1l called HWIC-4ESW into the
HWIC-4€5W Cli'ﬁtf’"_"ze ~~| slot identified. |

con mn 1
o - Physical View I

LAIT¢ ™ 4 A KA

Adding Modules: Drag the module to an available *
slot on the device. [
Removing Modules: Drag the module from the -




Your window should now look like this
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We can now add cables to our topology. Left click on the cable icon shown below then select a
straight through cable (which is represented by a solid black line)
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Now left click on router 61R1. A list of interfaces should appear. Left click on Fa0/0. Now Left click
on switch 61S1. Another list of interfaces should appear. Select FaO/1. Once this is done, a solid
black line should appear on the screen as shown below. This line represents a straight through patch
cable.
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If you want the interface labels to appear on the screen all the time then choose Options followed by
Preferences then select the check box next to Always show port labels.



Add additional cables until the network looks like this
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The table below shows the cables connections you must use to complete the wiring for this network

Local Device Cable Type Port Remote Device Port

Router G1R1 Straight Through | Fa0/0 Switch 6151 Fa0/1

Router G1R1 Straight Through | FaO/1 Switch 6151 Fa0/13
Router G1R1 Cross Over Fa0/1/0 Switch 6152 Fa0/1

Switch 6151 Straight Through | Fa0/2 PC1 FastEthernet
Switch 6151 Straight Through | Fa0/14 PCO FastEthernet
Switch 6152 Straight Through | Fa0/2 Pc2 FastEthernet

The screenshot on the following pages shows the finished wiring plan. Check over your work to make

sure that everything is correct before proceeding.

If you make a mistake and choose the wrong cable type or you connect the cables to the wrong
interfaces then use the Delete icon shown below to delete your mistakes
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You are now ready to start configuring your Router. Left click on Router 61R1 then select the CLI
tab shown below:
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The following window should appear. Type n then press Enter to continue.
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Press Enter again and the screen should now look like this
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Enter enable to move to Privileged mode then type configure terminal to enter Global Configuration
mode. You will know you are in Global Configuration Mode because the prompt will have changed to
Router(config)#



It is from Global Configuration mode that we enter commands that affect the whole router. It is
also from here that we enter specialist modes used to configure particular aspects of the router.

Type the command hostname G1R1 then press Enter. You have now changed the name of the device.
This should be evident from the prompt which should now be G1R1(Config)# The screenshot below
contains the commands described above.
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We must now configure the interfaces labelled fa0/0 and fa0/1 on our router. Each interface must
be given an IP address and must be activated.

Issue the command interface fa0/0 then press Enter. The prompt should now have changed to
G61R1(config-if ¥# which indicates that the router is now in interface configuration mode. Any
command issued now will apply to the interface fa0/0.

The table below identifies the interface labels, IP addresses and subnet masks for router G1R1

Interface label IP Address Subnet Mask

Fa0/0 10.0.6.1 255.255.255.0
Fa0/1 10.0.7.1 255.255.255.0
Vlan 2 10.0.2.1 255.255.255.0
Vlan 3 10.0.3.1 255.255.255.0
Vian 4 10.0.4.1 255.255.255.0
Vlan 5 10.05.1 255.255.255.0




Assign interface fa0/0 its IP address and subnet mask by issuing the command
ip address 10.0.6.1 255.255.255.0

Now activate the interface by issuing the command

no shutdown

You should receive a message indicating that the interface is now active as shown in the screen shot
below
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Router (config) fhostname G1R1

Z1R1 (config) #interface £ad/0

E1Rl (config-if) #ip address 10.0.6.1 Z255_255_.255.0

E1R1 (config-if) #no shutdown

SLINE-S5-CHANEED: Interface FastEthernet0/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/0, changed state t
o up

L
=

1Rl (config-if) § -

Copy ” Paste

Type exit then press Enter to return to Global Configuration mode. Now configure interface fa0/1
by issuing the following commands:

Interface faO/1
Ip address 10.0.7.1 255.255.255.0

No shutdown



Return to Global Configuration mode by issuing the exit command again. Your screen should look

something like the one on the following page
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Routerrenable
Bouterfconfigure terminal
Enter configuration commands,
Router (config) §hostname G1R1
| G1R1 (config) #interface £a0/0

one per line. End with CHNTL/Z.

G1R1 (config-if) §ip address 10.0.6.1 255.255.255.0
G1R1 (config-if) #nc shutdown
%LINE-5-CHANGED: Interface FastEthernet0/0,

changed state to up

SLINEPROTO-5-UPDOWN : Line protocol on Interface FastEthernet0/0,

o up
G1R1 {config-if) fexit
G1R1 (config) #interface £a0/1

i GlRl (config-if) #ip address 10.0.7.1 Z55.255.255.0
G1R1 (config-if) #nc shutdown

%LINE-5-CHANGED: Interface FastEthernet0/s1,

changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/s1,
o up

[ G1R1 {config-if) fexit
G1R1 (config) #

changed state t

changed state t

m

It would be a good idea at this stage to save our configuration. This must be done from Privileged
mode. We are currently in Global Configuration Mode. Type exit then press enter to return to
Privileged mode. The Prompt should change to G1R1# Now issue the command

Copy running-config startup-config

Press Enter to confirm. Your screen should now look like this
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G1R1 (config-if) #no shutdown &

$LINK-5-CHANGED: Interface FastEthernet0s 0,

changed state to up

% LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/0,

o up

Z1R1

G1R1

W G1R1{

config-if)fexit

{config) #interface fal/l
G1R1{
{config-if) $no shutdown

% LINE-5-CHANGED: Interface FastEthernet0/1,

changed state to up

changed state t©

o up

Z1R1 (config-if) fexit
| Z1R1 (config) fexit]
%5¥YS-5-CONFIG _I: Configured from conscle by conscle

(1 GlRl#copy running-config startup-config
Destination filename [startup-config]?
Building configuration.. .

[CE]

G1lR1$

u $LINEPROTCO-5-UPDOWN: Line protocol on Interface FastEthermet0/1,

changed

state t©

m

Copy ” Paste




We will now turn our attention to switch G1S1. Left click on its icon. The following screen should
appear. If you cannot see the prompt, press the enter key until it appears.
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2LINE-5-CHANGEED: Interface FastEthernet(0/Z, changed state to up

$LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/Z, changed state t
o up

5LINE-5-CHANGED: Interface FastEthernet0/14, changed state to up

SLINEEROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/14, changed state
to up

SLINE-5-CHANGED: Interface FastEthernetl/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/l, changed state t©
o up

2LINE-5-CHANGEED: Interface FastEthernet(0/13, changed state to up

$LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthermet0/13, changed state
to up

m

Switch>» L

Copy ” Paste

Type enable then press Enter to move to Privileged mode. The prompt should have change to
Switch#

Now type configure terminal to move to Global Configuration mode. The prompt should have changed
to Switch(config)#

Give the switch its name using the command below
Hostname 6151

The prompt should have changed to 61S1(config}# and the screen should look like the one shown
below:
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o up

SLINE-S5-CHANGED: Interface FastEthernet0/14, changed state to up

$LINEEROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/14, changed state
to up

$LINE-5-CHANEED: Interface FastEthermnetl/1l, changed state to up

§LINEEROTO-5-UEDOWN: Line protocol on Interface FastEthernet(/1, changed state t
o up

SLINE-S5-CHANGED: Interface FastEthernmet0/13, changed state to up
$LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/13, changed state

to up

Switchr»enable
Switchiconfigure terminal
Enter configuration commands, one per line. End with CHNTIL/Z.

m

Switch(config) fhostname 151
E151 (config) § =

Copy H Paste

We are going to logically divide this switch into two. Ports fa0/1 to fa0/12 will be reserved for Light
Weight Access Points (LWAPs). Ports fa0/13 to fa0/24 will be reserved for wired PCs. As Packet
Tracer doesn't support LWAPs we will pretend that PC 1 is an access point.

A switch may be logically segmented by building VLANs (Virtual Local Area Networks) and by
assigning ports to VLANSs. If fwo ports are in different VLANs then direct communication between
them is not allowed. Communication between VLANSs must be controlled by a router.

We will create the following VLANs

VLAN Number VLAN Name Port Range
6 LWAP Fa0/1 - fa0/12
7 Wired Fa0/13 - fa0/24

From Global Configuration mode, issue the commands below:

Vlan 6

The switch should now have created vlan 6 and the prompt should have changed to
6151 (config-vian)#

Which indicates that you have entered VLAN Configuration mode. The screen should look like this



G151

GlSl#configure terminal
Enter configuration commands,
Z151 (config) §vlan &
G151 (config-vlan) §

one per line.

End with CNIL/Z._

m

Copy ” Paste

You must now give your vlan its name by issuing the command

name LWAP

Issue the exit command to return o Global Configuration mode then create vlan 7 and assign it the
name Wired. The screenshot below holds the commands you must use.

G151
G151
=151
G151
z151
G151
G151

GlSl#configure terminal
Enter configuration commands,

config)fvlan &
config-vlan) fname

{config-vlan) fexit
(config) vlan 7
{config-vlan) fname

config-vlan) exit
config) #

LWAP

Wired

one per line.

End with CNTL/Z.

m

Copy ” Paste

Type exit and press enter to return to Privileged mode then issue the command show vlan brief to

verify that our VLANs have been created and given the correct names. The screen should contain the

following output:

& G151

Physical

| config | cut
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G151#

G151 (config) #vlan &

5151 (config-vlan) #name LWAP
5151 (config-vlan) fexit

G151 (config) #vlan 7

G151l (config-vlan) #name Wired
5151 (config-vlan) fexit

G151 (config) exit

G1S1gshow vlan brief

%S¥YS-5-CONFIG_I: Configured from conscle by conscle

VLEN Name Status Ports

1 default active FaO/1, Fal/Z, Fal/s3, FalO/s/4
FaO/5, Fal/&, Fal/s7, Fal/s8
Fa0/3, Fad/l0, Fa0/11, Fa0/1Z
Fa0/13, Fal/14, Fa0/15, Fa0/16
Fa0/17, Fal/18, Fa0/13, Fa0/20
Fa0/21, Fal/2Z, Fa0/23, Fa0/24
Giglsl, Gigl/z

& LWAD active

7 Wired active

1002 f£ddi-default active

1003 token-ring-default active

1004 fddinet-defzult active

1005 trmet-defzult active

m

Copy ]’ Paste

At present all of our ports are in the default VLAN which is VLAN 1. We must now move 12 of them
to join VLAN 6 and 12 to join VLAN 7.



Enter configure terminal to return to Global Configuration Mode. Now issue the command below
Interface range fa0/1 - 12

The prompt should have changed to 6151(Config-range-if)}# The range option allows us to assign a
number of commands to a group of interfaces. Now issue the commands below:

Switchport mode access
Switchport access vlan 6
exit

The first command tells the switch that each port in the range will belong to just one VLAN. The
second command tells the switch that each port in the range will be assigned to VLAN 6. The third
command returns you to Global Configuration mode.

Issue the commands below to assign ports 13 through to 24 to VLAN 7.
Interface range fa0/13 - 24

Switchport mode access

Switchport access vlan 7

Exit

The screen should look something like this:

El5lfconfigure terminal

Enter configuration commands, one per line. End with CHIL/Z.
151 (config) #interface range £al0/1 - 24

E151 {config-if-range) fswitchport mode access

=11

151 (config-if-range) #switchport access wlan
E151 {config-if-range) exit

151 {config) #interface range £a20/13 - Z4
151 {config-if-range) §switchport mode access
151 (config-if-range) #switchport access wlan

-1
m

151 (config-if-range) exit
E151 (config) §| Al

Copy || Paste




Type exit and press Enter to return to Privileged mode then issue the command
show vlan brief

to confirm that the interfaces have been moved to the correct VLANS. Your screen should now look
like this:

r Y
& G1s1 e =

| Physical | Config | CLI |

I0S Command Line Interface

Enter configuration commands, one per line. End with CNIL/Z. -
G151 (config) finterface range £a0/1 - 24

G151 (config-if-range) fswitchport mode access

G151 (config-if-range) #switchport access vlan &
G151 (config-if-range) fexit

G151 (config) finterface range £20/13 - 24

G151 (config-if-range) fswitchport mode access

G151 (config-if-range) #switchport access vlan 7
G151l (config-if-range) fexit

G151 (config) fexit

Gl51%

%5Y5-5-CONFIG_I: Configured from conscle by conscle

Gl8lgshow wvlan brief

VLAN HName Status Forts
|- ———————————— -
1 default active Gigl/l, Gigl/Z
[ LWAE active Fa0/1, FaO/2, Fal/f3, Fal/4
Fals5, Fal/s&, Fal/s7, Fal/sfB
I Fa0/%, Fa0d/10, Falsll, Fa0/12
7 Wired active Fa0/12, Fa0/14, Fa0/15, Fal/le
L Fa0/17, Fa0/18, Fa0d/13, Fa0/20
Fa0/21, Fa0/2Z, Fa0/23, Fa0/Z4
1002 fddi-default active T
1002 token-ring-default active L
1004 fddinet-defauls active 3
1005 trmet-default active |
G1lE1§ -

Copy || Paste |

It is now time to assign IP addresses to our Workstations PC1 and PCO so that they can participate in
the network. Left click on the icon for PC1. The following window should appear

= BLLALE e

Physical | Config | Deskto Software/Services

MODULES - Physical Device View
Linksys-WMP300N [ ZoomNg I Original Size I Zoom Qut ]
PT-HOST-NM-1AM AN

PT-HOST-NM-1CE \‘ : I =
PT-HOST-NM-1CFE N
PT-HOST-NM-1CGE | -| Select the DeskTop Tab
PT-HOST-NM-1FFE
[ PT-HOST-NM-1FGE
PT-HOST-NM-1W | '
[ PT-HOST-NM-1W-A
[ PT-HEADPHONE
[ PT-MICROPHONE
[ PT-CAMERA
PT-USB-HARD-DRIVE

Customize Customize
Icon in Icon in
— Physical View o Logical View o

Adding Modules: Drag the module to an available slot on the
device. [
Removing Modules: Drag the module from the device to the

-

r
t
|
|




Select the DeskTop Tab. The following window should now appear:

® pc1 R = )

| Physical I Config | Desktop I Software/Servsces

W ED

; ® | Choose this Option
A | el el

T

Left click on the IP Configuration button (see diagram above). You should now see the following

window:

IP Configuration

) DHCP
Stati Enter 10.0.6.2 here
dCIC
IP Address Enter 255.255.255.0 here

Subnet Mask

Default Gateway Enter 10.0.6.1 here

DMNS Server

Leave this blank

TN\ E

Enter the information shown above. Please note that PC1 is attached to switch port Fa0/2. This port
is in VLAN 6 and can communicate with any port in VLAN 6. Router G1R1 is also attached to the
switch via VLAN 6 through its fa0/0 interface. This means that PC1 will be able o communicate with
the router via its Fa0/0 interface.



If this is to happen, the PC must belong to the same subnet as the router's Fa0/0 interface. The
Fa0/0 interface of G1R1 has IP address 10.0.6.1 and subnet mask 255.255.255.0 We have assigned
PC1 an unused IP address from the same subnet (address 10.0.6.2). The PC must also have the same
subnet mask as the router if they are to communicate. That is why the PC's mask was set to
255.255.255.0

The Default Gateway is the IP address of a router that the PC can reach. It must be part of the PC's
own subnet - the only candidate is 10.0.6.1 which is the IP address of G1R1's fa0/0 interface.

Your screen should now look like this:

IP Configuration X

71 DHCP

@ Static

IP Address 10.0.6.2

Subnet Mask 255.255.255.0

Default Gateway 10.0.6.1

DMNS Server

Close this window then select the PCO. Repeat the process outlines above to assign PCO the following
IP address, subnet mask and default gateway.

[® rco L e

| Physical | Config | Desktop | Software,’Services|

IP Configuration

0) DHCP

@ Static

IP Address 10.0.7.2
Subnet Mask 255.255.255.0
Default Gateway 10.0.7.1|

DMNS Server




Please note the PCO is attached to the switch 6151 via port fa0/13 which is in VLAN 7. It can
therefore communicate directly with any device also plugged into VLAN 7. The router GIR1 is
connected to VLAN 7 via its fO/1 interface. This interface has IP address 10.0.7.1. If PCO is to be
able to communicate with the router it must be assigned an IP address that belongs to the same
subnet as Fa0/1 on G1R1.

The IP address 10.0.7.2 is the first unused IP address from the subnet associated with Fa0/1 of
G1R1. The PC must also have the same subnet mask as the router if they are to communicate. That is
why the PC's mask was set to 255.255.255.0

The Default Gateway is the IP address of a router that the PC can reach. It must be part of the PC's
own subnet - the only candidate is 10.0.7.1 which is the IP address of G1R1's fa0/1 interface.

Our two PCs should be able to communicate with each other now through the router - they cannot
communicate directly through the switch as they belong to two separate VLANSs. Traffic from PCO
will be sent to Fa0/1 of router G1R1. From there the router will route the traffic out of fa0/0 back
to the switch. The switch will then forward the traffic to PC1.

We can test this using the ping command. Navigate to the following window for PC1 then select the
Command Prompt button (see below).

@ pc1 -

/ Choose this Option




Enter the command ping 10.0.7.2 This command sends several short messages to the destination IP
address (10.0.7.2) which is the IP address of PCO. If PCO replies then we know we have end to end

connectivity.

The screenshot below shows you what you should be seeing. If you cannot see any replies then ask

your lecturer to examine your configuration.

-

| @& pC1 "

l:: |E] -E&-.ﬁ

Physical | Config | Desktop | Software/Services

Command Prompt

Packet Tracer Command Line 1.0

Pinging 10.0.7.2 with 32 bytes of data:

Beguest timed out.

ly from 10.0

Beply from 10

Ping statistics for 10.0

Dackets: Sent = 4, red 3, Lost = 1 (25% losa)

Approximate round trip times in milli-se
Minimum = l4ms, Maximm = 1Z24ms,

e

r

b — =

]

Please note that the first "ping" will offen timeout (no reply) because it takes a finite amount of time

for the initial connection to be established. This is normal.



Now configure Switch 6152. You will have to:

e Give the Switch the name 6152
e Create the VLANs listed in the following table
e Assign the switch ports of 6152 to the VLANSs identified in the table.

VLAN ID VLAN Name Ports
2 Management 2-6

3 Sales 7-12
4 Finance 13-18
5 Guest 19 - 24

Use the show vlan brief command to verify that switch 6152 has been successfully configured. The
output should look like this:

r = —

® G2 N RN -

| Phymcall Config | CLI

I0S Command Line Interface

BERT=TE
E152% T
E152%
E152%
E152%
E152%
Gl5Zfshow wvlan brief "
VLAN MName Status Ports
1 default actiwve Falsl, Giglsl, Gigls:z
Z HManagement actiwve Fal/s2, Fal/s3, FalO/s4, Fal/s5
Fal/6
3 Sales actiwve Fa0/7, Fa0/s8, Fea0/%, Fa0/10
FalO/11, Fal/s12
4 Finance actiwve Fal/13, Fa0/,/14, Fa0/15, Fal/Slsa
Fal0/17, Fal/s18
=1 Fuest actiwve Fa0/1%, Fa0/20, Fa0/Z1, Fal/SZZ
Fal0/23, Fal/sZ24
1002 fddi-default active
1003 token-ring-default actiwve
1004 fddinet-defzult active E
1005 trnet—-default actiwve .
E152§ S

Copy ][ Paste




The Router G1R1 also contains a four port switch. This was the module that we added to the router at
the beginning of the tutorial. This module must now be configured to operate with the router and the
rest of the network.

Packet Tracer requires us to build the VLANs on the router. Navigate to Privileged mode on router
GIR1 then issue the command

Vlan database

This command accesses the mode from where we build VLANs on a router. The prompt should have
changed to G1R1(vlan)#

Issue the command vlan 2 name Management This will create VLAN 2 and assign its name. Repeat this
command for VLANs 3, 4 and 5. Refer to the table on Page 21 for the VLAN names. Your screen
should now look like this:

& GiR1 . = | B |

| Phymcall Config | CLI‘

I10S Command Line Interface

ElRlrena

GlR1fvlan database

% Warning: It is recommended to configure VLAN from config mode,
23 VLAN datzbase mode is being deprecated. Plesse consult user
documentation for configuring VIB/VLAN in config mode.

GlRli{vlanlfvlan Z name Management
VLAN Z added:

Hame: Hanagement
GlRlivlan)fvlan 3 name Szles
VLAN 3 added:

Name: Sales
GlRlivlan)fvlan 4 name Finance
VLEN 4 zdded:

Hame: Finance

GlRl(vlan)fvlan 5 name Guest
VLAN 5 added:

Name: Guest
GlRlivlan) =

m

Copy ‘I Paste

k = — = 5

Type exit then press Enter to return to Privileged mode. We cannot assign IP addresses directly to
the ports within the switch module as they don't support this function. We must instead create
virtual interfaces for each VLAN that operate through the ports.



Move to Global Configuration mode then issue the commands below to create a virtual interface that
works with VLAN 2.

Interface vlan 2
Ip address 10.0.2.1 255.255.255.0
No shutdown

Exit

Now repeat this process to create virtual interfaces for VLANs 3, 4 and 5. Use the information
within the table below:

Virtual Interface IP Address Subnet Mask

Vlan 2 10.0.2.1 255.255.255.0
Vlan 3 10.0.3.1 255.255.255.0
Vian 4 10.04.1 255.255.255.0
Vlan 5 10.05.1 255.255.255.0

Your screen should look like this:

@ G1R1 . — =

| Physical | Config | CLI |

I0S Command Line Interface

GlRlfconfigure terminal &
Enter configuration commands, one per line. End with CHTL/Z.
Z1R1 (config) finterface wvlan 2

1Rl (config-if) §ip address 10.0.2.1 Z55.255.255.0
G1R1 (config-if) §éno shutdown

I &LINE-5-CHANGED: Interface VlanZ, changed state to up

G1R1 (config-if) gexit

Z1R1 (config) finterface vlan 3

E1R1 (config-if)§

£LINE-5-CHRNGED: Interface Vlan3, changed state to up
ip address 10.0.3.1 255.2Z55_255.0

E1R1 (config-if) #no shutdown 1]
G1R1 (config-if) gexit

Z1R1 (config) finterface vlan 4

%LINE-5—CHANGED: Interface Vland, changed state to up
1Rl (config-if) §ip address 10.0.4.1 Z55.255.255.0
E1R1 (config-if) #no shutdown

G1R1 (config-if) gexit

Z1R1 (config) finterface vlan 5

%LINE-5—CHANGED: Interface Vlan5, changed state to up [
G1R1 (config-if) §ip address 10.0.5.1 2Z55_255.255.0

m

E1R1 (config-if) #no shutdown
E1R1 {config-if) fexit
E1R1(config) ¥ =

Copy ” Paste




We can verify that all of our interfaces (virtual and real) are configured correctly by returning to
Privileged mode and issuing the command:

Show ip interface brief

This command identifies the name, IP address and status of each interface as shown below:

@ GIR1 l e

Physical | Config | CLI
10S Command Line Interface
GlRlEshow ip interface brief .
Interface IP-Address OK? Method Status Protocol These are The r‘eal |n1'erfaces
| _ we configured at the

FastEthernetl/0 10.0.&.1 YES manual up up . . .

| &— beginning of the tutorial
FastEthernetl/1 10.0.7.1 YES manual up up
FastEthernet0/1/0 unassigned YES unset administratively down down ||
FastEthernet0/1/1 unassigned YES unset administratiwvely down down Thesa are The four‘ SWITCh
FastEthernet0/1/2 unassigned ¥YES unset administratively down down \ por‘.l_s we added ThaT CGnnOT
FastEthernet0/1/3 unassigned YES unset administratively down down be aSS|gned IP addl"eSS and
Vlanl unassigned YES unset administratively down down are yeT TO be Conﬁgur‘ed
Vlanz 10.0.2.1 YES manual up down T
V1lan3 10.0.3.1 ¥ES manusl up down Thesa are The four‘ VII“TUGI
Vland 10.0.4.1 YES manual up down \ In-rer.faces we have JUST
Vlank 10.0.5.1 ¥YES manual up down
i || created. They are down

Copy | [ paste || because they must be paired
with a real interface.

(e

Port Fa0/1/0 on router 61R1 is the only switch port currently in use. It must be configured to carry
traffic for VLANs 2, 3, 4 and 5 so that our virtual interfaces will be able to work. A switch port will
normally only carry traffic for one VLAN. Such a port is called an Access Port. We have already
configured many Access Ports on our two switches (61S1 and 6152).

Sometimes, as in this instance, a switch port must carry traffic for more than one VLAN. Such a port
is called a Trunk port. We must configure port Fa0/1/0 on G1R1 as a Trunk. We must also configure
port Fa0/1 on Switch 6152 as a trunk since it must also send and receive traffic from several
VLANS.

Move to Global Configuration mode on router 61R1 the issue the following commands
Interface fa0/1/0

Switchport mode trunk

No shutdown

Exit



As soon as you entered the command no shutdown you should have seen the four virtual interfaces
activate as in the screenshot below:

#® GIR1 ] "D Sy

| Phymcall Config | CLI|

105 Command Line Interface

GlRlrenable

GlRlfconfigure terminal

Enter configuration commands, one per line. End with CHIL/Z.
GlR1 (config) #interface £20/1/0

GlR1l {config-if) §switchport mode trunk

G1R1 (config-if) §no shut

$LINE-5-CHANGED: Interface FastEthernet0/1/0, changed state to up

$LINEPROTO-5-UFDOHN: Line protocol on Interface FastEthernet(/1/0, changed state
to up

2LINEPROTO-5-UFDOWN: Line protocol on Interface VlanZ, changed state to up {
SLINEEROTO-5-UPDOWN: Line protocol on Interface Vlan3, changed state to up
FLINEPROTO-5-UFPDOWN: Line protocol on Interface Vland, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanb, changed state to up
G1lR1 (config-if) fexit

F1R1 (config) fexit

E1R1%
%5Y5-5-CONFIE I: Configured from consocle by console

m

G1R1% e

Copy ][ Paste ]

Now Return to Privileged mode and issue the command
Show interface trunk

This should indicate that port Fa0/1/0 is a trunk port and is now carrying traffic for multiple
VLANSs. Your screen should look like this:

GlRlfshow interface trunk
Bort Hode Encapsulation Status Hatiwve wlan
Fal/s1/0 on 802 .1g trunking 1
Port Vlans allowe
Fad/s1/s0 1-1005 ] ]
Port Fa0/1/0 isconfigured to
Port Vlans allowed and active in managemer| .
20,10 12245 carry traffic for all known
VLANSs. This includes VLANs |
Bort Vlans in spanning tree forwarding st =
Fa0/1/0 1,2,3,4,5 & 1,2,3,4,and 5 i
EF1R1# e i

[ Copy H Paste ]




We must now complete configure the other end of the link between G1R1 and 6152 as a trunk
otherwise both devices will be confused and unable to communicate.

Go to Switch 6152 and access Global Configuration mode. Now issue the commands below
Interface fa0/1

Switchport mode trunk

Exit

Now access Privileged mode and issue the command below to verify that interface fa01 is now
configured as trunk

Show interface trunk

Your screen should look like this:

G152 (config) g

E15Z (config) #interface £al0/1

E15Z (config-if) §switchport mode trunk

E15Z (config-if) fexit

E15Z (config) #exit

F152#

%55Y5-5-CONFIG I: Configured from conscle by conscle

Fl5Z¢show interface trunk

Fort Hode Encapsulation Status Native wlan

Fal/s1 on 802 .1g trunking 1

Port Vlans allowed on trunk

Fal/1 1-1005

Fort Vlans allowed and active in management domain

Fad/s1 1,2,3,4,5

Fort Vlans in spanning tree forwarding state and not pruned =

Fals1 1,2,3,4,5

F152# -
| Copy || Paste |

The only thing left to do is to assign PC2 an IP address, subnet mask and default gateway so that it
may properly join the network. PC2 is attached to switch 6152 by port fa0/2 which is assigned to
VLAN 2. Switch 6152 is connected to the router 61R1 via a trunk port which will carry all VLANs
including VLAN 2. The VLAN 2 virtual interface on router 61R1 has been assigned the IP address
10.0.2.1 so PC2 must be given a spare IP address from this subnet if it is to be able to connect to the
network. We will assign it the IP address 10.0.2.2 with mask 255.255.255.0. The default gateway
should be the router IP Address from this subnet which is 10.0.2.1

Configure PC2 accordingly then use the ping command to verify that it can communicate with PCO and
PC1.



Save your configurations. Go to Privileged mode on G1R1, 6151 and 6152 and issue the command
Copy running-config startup-config

Now Save your Packet Tracer configuration. The Save command is accessed from the File menu on
the Packet Tracer main window.

You may view your complete configuration by accessing Privileged mode on a router or a switchand
then issuing the command

Show running-config

Here is a partial configuration taken from router 61R1 using this command.

Eom A e |

| Physical | Config | CLI |

10S Command Line Interface

G1R1fshow running-config o~
Building configuration...

I Current configuration : 3Z5 bytes II
!

wersion 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname G1lR1

1

interface FastEthernetl/0

ip address 10.0.6.1 255.255.255.0
duplex auto

speed auto

1

[ interface FastEthernetl/1

[ ip address 10.0.7.1 255.255.255.0
duplex auto

speed auto

!

interface FastEthernetl/1/0
switchport mode trunk

!

interface FastEthernetl/1/1

[ switchport mode access

m

shutdown

!

interface FastEthernetl/1/2

switchport mode access E
shutdown

!

interface FastEthernetl/1/3

switchport mode access

shutdown

interface Ulznl




